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Introduction
Since the Preserving Digital Information [1] report was released in 1996, the digital community’s expectation has been growing for a repository – both repository as organization and as software – that manages digital content across time to explicitly and transparently demonstrate adherence to an emerging set of digital preservation standards and practice as a measure of trustworthiness. Addressing that expectation presents both opportunities and challenges for repositories. 

The Reference Model for an Open Archival Information System (OAIS) incorporated and built upon the recommendations and expectations about trust from the 1996 report and the OAIS references to trust were enhanced in the 2012 update.[2] The formalization of the 2007 version of the Trustworthy Repository Audit and Certification (TRAC) requirements [3] into an ISO standard that was completed in 2012 provides a framework for research and practice for the community to use to study building and measuring trust in repositories.  Now that TRAC has advanced from being a de facto standard to an ISO standard, compliance with the standard by repositories has shifted from being option or desirable to being increasingly necessary.
This brief review of the emergence and codification of trust as a core digital preservation concept sets the stage for the remainder of the paper that focuses on three examples of relevant initiative. The first provides a means for repositories to demonstrate and continually measure progress towards addressing TRAC requirements, the second investigates trust in repositories as perceived by users, the second and the third enables repositories to apply TRAC-based rules to monitor and manage digital content within a shared archival storage environment.  The paper concludes with a summary of the current status and brief recommendations for some next steps within the community.

Example 1: Demonstrating Trustworthiness

Though there is a growing expectation that repositories will demonstrate compliance with TRAC, the ISO version of TRAC was only approved in 2012 and the standard for auditing bodies is still being finalized. Holistic planning (e.g., preservation planning, disaster planning, development plans defined by ongoing self-assessment and periodic audit) could and should be a sustained and valued activity engaged in by repositories, the community has so far had few self-assessment and planning tools to assist them and few examples apart from  test audits to follow.  
This example highlights a simple yet effective Drupal-based tool for ongoing self-assessment and incremental development by repositories. The tool was initially developed at ICPSR using the 2007 version of TRAC pending ISO approval and has now been updated at MIT Libraries to reflect the ISO 16363 version of the TRAC requirements.  The tool reflects the framework developed for the Digital Preservation Management workshop (http://dpworkshop.org) that moved from ICPSR to MIT.  

The main page of the tool provides a summary of the current status of the requirement within the repository, and a simple compliance rating assigned by the repository for each requirement.  Each requirement has an individual page that presents the full text of the requirement, supporting text, examples of evidence, and discussion from the TRAC document. To address each requirement, the repository may identify roles within the repository.  The tool captures action items and notes for internal use and otherwise uses a public default. The tool can document and show incremental progress by the repository towards it objectives over time making this a manageable and sustainable process.

The roles used by the tool adopt the RACSI project management approach to roles (i.e., Responsible, Accountable, Contributing, Supporting, and Informed).  This approach avoids duplication of effort and creates a manageable workload for the repository by not overloading one or two staff members, who may have limited access to some evidence, with the whole of the process.  As importantly, the approach increases awareness about preservation and curation by involving stakeholders and participants across the repository, including advisory groups, senior management; digital preservation managers; members of administrative staff for human resources and finance requirements; information technology staff and repository managers; and units that participate across the life cycle from acquisition to use and re-use over time. 
This TRAC Review tool supports ongoing self-assessment by repositories and will hopefully soon support sample peer review audits. A peer review audit will allow a group of like or collaborating organizations to rotate through audits of each participating organization Each organization would establish a team for the round of peer review audits, identify with one or two designated auditor from outside the group, gather and provide materials for their own repository’s audit, evaluate the documentation of the other repositories in the group, cover the costs of minimal onsite visits and other costs of their own audit, and agree upon the frequency of follow up audits. 
Example 2: Perceptions of Trust

The Dissemination Information Packages (DIPS) for Information Reuse (DIPIR) project (http://dipir.org) is investigating perspectives and behaviors of repository users towards reuse of data in three domains: social science, archaeology, and zoology. The project is an IMLS-funded project based at the University of Michigan. The project is in the second of its three years and is producing interesting results and findings.


This example focuses on one portion of the DIPIR methodology that pertains specifically to an application of the TRAC requirements.  To construct the questionnaire for a survey of social science data users, the DIPIR team engaged in a fascinating re-engineering process to study the ways in which users of data might be or become aware of a repository’s efforts to address TRAC requirements and if aware, how important those efforts might be in a data user’s decision to reuse data.  The most recent DIPIR publication identifies and discusses factors that may influence data consumers’ perceptions of repositories trustworthiness and their decisions about reuse. [4] 

DIPIR’s application of TRAC will hopefully have a near-term impact on the digital preservation community. It provides an opportunity for repositories to more systematically become aware of the ways in which users and potential users perceive the repository’s efforts to demonstrate good practice. That understanding may open opportunities to engage with their designated communities.
Example 3: Monitoring to Enhance Trustworthiness
SafeArchive (http://safearchive.org) is a software environment that was produced by a research project in part funded in part by IMLS.[5] SafeArchive makes it possible for digital repositories to achieve and demonstrate compliance with TRAC requirements for securely managing distributed copies of digital content across time. Good practice for preserving and providing access to digital collections across generations of technology requires repositories to manage and synchronize multiple duplicate copies that are geographically and, often, institutionally distributed. 
A gap in digital preservation practice has been the ability for humans in repositories to interact with the network responsible for replication and related functions to has produced results from several networks establish protocols and define rules as content is added, partners join and drop, and requirements evolve; to review and respond to the results of monitoring and auditing the integrity of copies; to provide documented and auditable results of replication functions as part of full TRAC audits. 
This phase of Safe Archive has produced interesting results from networks of varying scales and managing a range of content types (e.g., social science data archives government documents) that demonstrate and begin to address the challenges of ensuring that duplicate copies are truly unchanged.[6]  SafeArchive has collaborated closely with the LOCKSS team and some of the work of the project has been incorporated into LOCKSS.  SafeArchive has had preliminary conversations about the benefits of interoperating with initiatives like iRods and Archivematica. An intended next step is to develop the user interface for SafeArchive to make defining, applying, modifying, and monitoring the impact of protocols and rules as easy as possible – as easy as filling in a TurboTax questionnaire, for example – to move SafeArchive towards TurboArchive.  
Summary
The digital preservation community has matured sufficiently to enable effective collaborations between organizational and technological components within individual repositories and across partnering repositories to effectively and continuously address existing and emerging requirements as demonstrated by the approaches in these examples of innovations applications of TRAC, as well as by an increasing number of related examples.  The ability for repositories to define, build, demonstrate, and measure trust will help improve and enhance the reputation and performance of repositories. It is necessary and possible for repositories to demonstrate good practice as a measure of trustworthiness.  
Project Teams
DIPIR researchers: http://dipir.org/people.html 

SafeArchive researchers: http://www.safearchive.org/pages/contact-us 
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